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BadgerDAO Hack
Overview

• BadgerDAO	

• focused	on	bringing	Bitcoin	to	the	web3	world	of	decentralized	finance	(DeFi),	built	on	Ethereum	smart	contracts.	

• aims	to	provide	tools	that	allow	Bitcoin	owners	to	gain	access	to	the	web3	world	of	DeFi	through	a	multistep	process.	

• BADGER	

• an	Ethereum-based	token	used	for	protocol	governance	and	distribution	of	rewards	within	the	BadgerDAO.	

• SETT	

• a.k.a.	Sett	Values,	pools	of	tokens	where	users	can	lock	up	their	tokenized	bitcoin	and	allow	smart	contracts	to	
manage	their	holdings	to	generate	a	yield.	

• When	users	deposit	tokens	into	a	SETT,	they	receive	bTokens	in	return.	For	instance,	if	users	deposit	BADGER	in	a	Sett	
Vault,	they	would	receive	bBADGER	in	return.



BadgerDAO Hack

• Hacked!	👻	

• Dec-2nd-2021,	over	$120	million	worth	of	cryptocurrency	was	hacked.		

• Compromised	API	keys	and	a	malicious	exploit	in	the	Cloudflare	infrastructure	is	a	primary	reason.	

• Cloudflare,	Inc.		

• Web2	back-end	application	

• A	company	provides	content	delivery	network	services,	cloud	cybersecurity,	and	DDoS	mitigation.	

• A	flaw	in	the	account	creation	process	in	its	software	led	to	the	hack.	
•

https://en.wikipedia.org/wiki/Content_delivery_network
https://en.wikipedia.org/wiki/DDoS_mitigation


BadgerDAO Hack
PostMortem

• At	first,	Cloudflare	was	hacked.		🫣		(The	beginning	of	tragedy…)	

• The	attacker	managed	to	access	the	Cloudflare	API	without	triggering	the	two-factor	authentication	
protection.		

• Cloudflare	Forum	post		:	unauthorized	users	were	able	to	create	accounts	and	were	also	able	to	
create	and	view	(Global)	API	keys	(which	cannot	be	deleted	or	deactivated)	before	email	verification	

• Stealing	an	API	key	gave	the	hacker	the	ability	to	inject	a	malicious	script	on	the	site	that	prompted	
users	to	give	up	wallet	permissions!



BadgerDAO Hack
PostMortem

• Injection	of	Malicious	Code	via	compromised	API		

• On	November	10,	the	attacker	began	using	their	API	access	to	inject	malicious	scripts	via	Cloudflare	Workers	into	the	html	
of	app.badger.com	

•

https://web.archive.org/web/20220128063154/http://app.badger.com/


BadgerDAO Hack
PostMortem

• Injection	of	Malicious	Code	via	compromised	API	

• The	script	intercepted	web3	transactions	and	prompted	users	to	allow	a	foreign	address	approval	
to	operate	on	ERC-20	tokens	in	their	wallet.		

• On	November	20,	the	first	on-chain	malicious	approval	was	made	for	the	exploiter	wallet

Strings	to	be	used	are	defined		
at	the	beginning	of	script		

(Beautiied	version)

https://web.archive.org/web/20220128063154/https://etherscan.io/tx/0x9a900fbe6136a44bbfd43de9c18947977990acee5fb41e7d9a76562aed960a51


BadgerDAO Hack
PostMortem

• Script	Details	

to Intercept

on Mainnnet?



BadgerDAO Hack
PostMortem

• Script	Details	(Cont’d.)	



BadgerDAO Hack
PostMortem

• Script	Details	(Cont’d.)	



BadgerDAO Hack
Cross-Site Scripting (XSS)



CryptoKitties
A blockchain game

• CryptoKitties		

• A	blockchain	game	developed	by	Canadian	studio	Dapper	Labs.	The	game	allows	players	to	buy,	sell,	and	
create	NFTs	using	on	Ethereum		

• Launched	in	2017	and	are	the	first	ever	example	of	an	ERC-721	token.	

• 	The	game	allows	players	to	buy,	sell,	and	create	NFTs	(	=	virtual	cats)	using	on	Ethereum.	

• Technology	

• Each	CryptoKitty's	ownership	is	tracked	via	a	smart	contract	on	the	Ethereum	blockchain.		

• Each	cat	has	a	distinct	visual	appearance	("phenotype")	determined	by	its	immutable	genes	
("genotype")	stored	in	the	smart	contract.		

•

https://en.wikipedia.org/wiki/Blockchain_game
https://en.wikipedia.org/wiki/Ethereum
https://en.wikipedia.org/wiki/Ethereum
https://en.wikipedia.org/wiki/Smart_contract


CryptoKitties
A blockchain game

• Kitty	types…	Some	are	popular,	some	are	not.	(Of	course,	popular	ones	are	way	more	expensive!)	

• How	can	a	kitty	be	popular?	

• Phenotype	

• Trait	

• Generation	

•Personal	preference



CryptoKitties
A blockchain game

• There’s	a	guy	who	sold	his	kitty	for	2	ETH	by	price	manipulation	

• What	do	you	think	about	this	cat?	Do	you	like	it?	🫢	

• Used	web3.js	to	like	his	cats	MANY	TIMES	

• SELL	

• REPEAT	

• Shortly	after	this	incident,	a	bug	was	fixed.



CryptoKitties
A blockchain game

• In	details…	Generate	a	public/private	keypair.	

• Digitally	sign	the	word	“Cryptokitties”	and	send	this	signature	along	with	your	public	key	to	the	
CryptoKitties	API.	

• Receive	back	a	login	token.	

• Use	this	login	token	to	like	a	cat.	

• Repeat	as	many	times	as	you	like.



Discussion

• Of	course,	Smart	Contract	itself	has	its	own	vulnerabilities	and…	

• Defi	platform	should	take	care	of	common	web	vulnerabilities	to	prevent	itself	from	being	hacked.	

• Web3	does	not	guarantee	perfect	securities	👻	,	so	GOOD	LUCK!	

Thank	you!


