Writable FAT52 Filesystem

== BY: TONy Tang, Elizabeth Dudley, =
Ling Tham, Jingkai Yu




Objective

Implement a fully functional filesystem by expanding the Lab 3 Filesystem to
implement writing



Motivation

e Enable persistent file creation/storage

e Utilization of entire storage space instead of RAM

e Implementing readable FAT32 in lab3 — why not do writable too so we
have complete FAT32 filesystem?

e Creating a more dynamic system for the user
o e.g.enabling wifi and other peripherals to edit the environment



Demo

e Without Save

Create a new File

Append to File

Output modified file to demonstrate changes

o Turn off/on computer and open file to show file did not save

e Save File
o Modifications will persist after turning off/on computer
e Stretch: Edit & Save File in text editor environment
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Approach

1. Implement a Readable FAT32 Filesystem (March 2)

2. Translate modification from cache to storage (March 2-March 27)
a. Modify FAT
b. Link different FATs when not enough memory
c. Handle write to cluster
d. Handle memory allocation when editing File
3. Create commands that write to file and save file (April 3)

a. ex:write hello.txt “hello world”
b. ex:save hello.txt

4. Integrate a fully working writable Filesystem (April 9)



Timeline

cluster

Mar2 | Mar9 | Mar28 | Apr4 Apr 9
Finish Ability to Heap Creating Integrate
Lab3 modify FAT | Allocation | Commands | System
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Q&A
Thank you!



Evaluate Team#1

Next: Team#?2






is a testing technique that involves testing a target
system with random input o find faults. Fuzzing

Fuzzin g can be time consuming, but can help

detect hugs that can potentially COSt millions w0 a

company.
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Fuzzing file systems by injecting semi-random data into a program or stack
Test the building block of an OS and identify bugs

Best method of testing without knowing about a target (polymorphism)
Prevent system reboots, OS deadlock, and unrecoverable errors of system
image



Overall interest in security

File systems are one of the most vulnerable structures in any operating
system. The possible results of exploiting the file system or causing
unforeseen bugs can cause significant damage to a system.

Fuzzing seeks to identify bugs in afile system so developers can patch them,

closing security loopholes
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The purpose of fuzzing relies on the assumption that there are bugs within every
program, which are waiting to be discovered.

| Creating a simple fuzzer helps us identify bugs in the file system implemented as

"part of Lab 3 in an automated fashion. We want to see if there Is anywhere in our
file system that hasn’t been implemented securely. Fuzzing allows us to find
classical security issues like exploitable buffer overflow that may cause the system

to crash.

We are going to show the bugs, once we've isolated them.




* 5.5 weeks
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Feb 25/27 Mar 6 Mar 13 March 17 -19 Mar 27 April 9
Proposal Week 1 Week 2 Spring Break Week 4 Demo
BEVY Checkpoint Checkpoint ~ Checkpoint Checkpoint BEVY
| | | | | | |
| | | | | | |
Getting the Learn about Continue Fuzz the file
file system how to fuzz  working on system of lab
work properly a file the fuzzer 3 and identify
on Raspberry system and vulnerabilities
Pi 3 work on the

fuzzer



Questions???



Fvaluate Team#?2

Next: Team#3



DRIVER FOR INTERFACING WITH KD/ §0U
BASED LCD DISPLAYS



HUMAN — PTINTERFACE

Goal: Creating a display driver/API
for a Raspberry Pi using Rust

Driver will be designed to work with
HD44780-controlled displays through
GPIO

Managing the text will be
user—-friendly and accessible
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