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Administrivia

•  Quiz 1 (5%): |old score| + 50% * |group score| (max = 100)

•  (Mar 3) Time to brainstorm your project idea!
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Summary of last lectures
•  Power-on → BIOS → bootloader → kernel → init (+ user bins)

•  OS: abstraction, multiplexing, isolation, sharing

•  OS design: monolithic (xv6) vs. micro kernels (jos)

•  Isolation mechanisms: CPL, segmentation, paging

•  Virtual memory applications: lazy allocation, dang deref detector, etc.
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Today: "interrupt"
•  A mechanism to implement abstraction and multiplexing

•  Interrupt: asking for a service  to the kernel

•  by software (e.g., int) or by hardware (e.g., keyboard)

•  Q: interrupt vs. polling?

•  Q: interrupt vs. exception?

4



Interrupt: a control transfer mechanism
•   Interrupt : asynchronous events (i.e., any moment)

•   Exception : synchronous events (i.e., instruction boundary)

•   fault: faulting instruction not executed (e.g., page fault)

•   trap: trapping instruction executed (e.g., break point)

•   abort: no way to recover (e.g., machine check, double fault)
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"Hardware" interrupt
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Programmable Interrupt Controller (PIC)
•  Intel 8259A
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Advanced PIC (APIC, I/O APIC)
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A bigger picture
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A real motherboard (T42)
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Interface to hardware interrupt
•  Status: IF  flag in EFLAGS

•  Enabling/disabling:

•   sti: set interrupt

•   cli: clear interrupt

•  Q: Physical world: triggering, levels, timing, etc

•  Q: Policy: nested, priority, maskable, queued, etc
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"Software" interrupt: INT
•  Entering: int N (e.g., int 64)

•  Exiting: iret
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Example: entering (usys.S)
•   vectorN → alltraps → trap() → syscall()

01    #define SYSCALL(name)         \
02      .globl name;                \
03      name:                       \
04        movl $SYS_ ## name, %eax; \
05        int $T_SYSCALL;           \
06        ret
07
08    SYSCALL(fork)
09    SYSCALL(exit)
10    ...
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Example: exiting (trapasm.S)
•   syscall() → trapret() → iret

01    .globl trapret
02    trapret:
03      popal
04      popl %gs
05      popl %fs
06      popl %es
07      popl %ds
08      addl $0x8, %esp  # trapno and errcode
09      iret
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Interrupt Vector (vector.S)
•  Telling int N → syscall() (e.g., int 0 → vector0)

01   # handlers
02   vector0:
03     pushl $0
04     pushl $0
05     jmp alltraps
06   ...
07
08   # vector table
09   vectors:
10     .long vector0
11     .long vector1
12   ...
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Interrupt Vector
•  Q: can we just use a single vector?
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Interrupt Vector
•  Q: can we just use a single vector?

01   vector0:
02     pushl $0     ; error code
03     pushl $0     ; #vector
04     jmp alltraps
05
06   ...
07   vector8:
08     pushl $8     ; #vector
09     jmp alltraps
10   ...

17



Interrupt Descriptor Table
18



Initializing IDT in xv6 (trap.c)
•   main() → tvinit()

01  void tvinit(void)
02  {
03    int i;
04    for (i = 0; i < 256; i++)
05      SETGATE(idt[i], 0, SEG_KCODE<<3, vectors[i], 0);
06
07    // Q?
08    SETGATE(idt[T_SYSCALL], 1, SEG_KCODE<<3, \
09              vectors[T_SYSCALL], DPL_USER);
10  }
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Interrupt Descriptor Entry
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Interrupt Descriptor Table
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Predefined Interrupt Vectors
•   0: Divide Error

•   1: Debug Exception

•   2: Non-Maskable Interrupt

•   3: Breakpoint Exception (e.g., int3)

•   4: Invalid Opcode

•   13: General Protection Fault

•   14: Page Fault

•   18: Machine Check (abort)

•   32-255: User Defined Interrupts

22



Example: Page Fault
•  DEMO: memread

•  Q: General Protection?
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Example: Divide Error
01  int main(int argc, char **argv)
02  {
03    int x, y, z;
04    if (argc < 3)
05      exit();
06
07    x = atoi(argv[1]);
08    y = atoi(argv[2]);
09
09    // Q?
10    z  = x / y;
11    printf(1, "%d / %d = %d\n", x, y, z);
12    exit();
13  }
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